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Virtualization Definition
Transparent emulation of IT resources
producing benefits to consumers which
is unavailable in physical form
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In 1959, the Atlas Team at the University of Manchester implemented an automatic mech-
anism that relieved programmers from these storage allocation annoyances. As with any 
great idea, virtual memory is based on a simple concept: to use the auxiliary memory as 
an extension of the main memory.

Figure 1-4 illustrates this virtualization technology.
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Figure 1-4  Virtual Memory

Using virtual memory, a computer’s CPU can directly access a virtual memory address 
unbeknownst to its location at the main or auxiliary memory. In this technology, a virtu-
alization mechanism is necessary to perform the following actions:

1. Translate virtual memory addresses into main or auxiliary memory locations.

2. Transfer data between both storage devices.

3. Choose which data would be ideally positioned in the faster main memory.

With this arrangement, an emulated main memory is presented to the CPU, providing the 
benefit of expansion and increasing code reusability.

Virtual memory is an important component of most current computer operating systems, 
such as Microsoft Windows and Linux. Their most-used virtual memory method is called 
paging, in which homogenous blocks of data called pages are retrieved from the auxil-
iary memory, allowing a noncontiguous storage of data. The principles of virtual memory 
were also applied in the creation of the “cache memory.”

Tip Computer storage and memory technologies will be respectively discussed in more 
detail in Chapter 9, “Storage Evolution,” and Chapter 13, “Server Evolution.”

Pooling
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  Hot Standby Router Protocol  

 In the TCP/IP networking architecture, a host commonly uses a router interface as its 
default gateway to forward packets to another IP subnet. Although several routers can be 
deployed in a local-area network (LAN), the great majority of TCP/IP stacks only allow 
one default gateway definition per host.  

 The described situation unveils an inherent single point of failure in the architecture, 
where traffic can be interrupted if the router that contains the defined gateway IP address 
from the host fails.  

 In 1998, Cisco created a solution to overcome this limitation called  Hot Standby Router 
Protocol   (HSRP) , which is portrayed in  Figure   1-6   .  
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 Figure 1-6   Hot Standby Router Protocol         

 As shown in the figure, HSRP provides default gateway redundancy through the follow-
ing process:  

■   Both routers send HSRP Hello messages to state parameters such as a configured vir-
tual IP address, HSRP group, and priority.

■   Through these packets, they discover and decide which should emulate the virtual IP
address (and a derived virtual MAC address) for the local hosts. The interface with
the higher priority is always elected as the active interface.

■   If the active interface fails, its absence is noticed by other HSRP routers, and a new
router will emulate the same virtual IP. A router can also decrease the priority from
the active interface if its WAN interface fails.

 In 1998, HSRP was ratified in the informational Request for Comments (RFC) 2281 from 
the Internet Engineering Task Force (IETF). Although it has inspired the creation of other 
similar protocols such as Virtual Router Redundancy Protocol (VRRP) and Gateway Load 

Abstraction
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Mainframe Virtualization

IBM officially released mainframe virtualization solutions in 1972 along with its new 
generation of processors (System/370). This concept was based on the emulation of the 
mainframe architecture, allowing an operating system to be transparently run over a vir-
tual machine (VM).

Figure 1-5 further illustrates the basic concepts of this virtualization technology.
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Figure 1-5 Mainframe Virtualization

As the figure shows, the VM/370 operating system contained a software component 
called Control Program (CP), which can also be called a hypervisor. This piece of soft-
ware was responsible for the creation of the VMs, resource sharing, device management, 
virtual storage management, and other traditional operating system tasks. In this envi-
ronment, each mainframe user could interact with a Conversational Monitor System 
(CMS) as his own dedicated processor emulation.

For IBM, virtual machines provided a solution to the operating system migration prob-
lems that their customers were facing whenever a new processor was released. After all, 
using this virtualization, a single mainframe could simultaneously host different versions 
of operating systems (including yet another CP instance!).

The efforts behind the creation of mainframe virtualization were actually initiated eight 
years earlier, as an alternative to the time-sharing technologies, which were also intended 
to divide the expensive resources of a mainframe among different users. In summation, 
time sharing offered an equal slice of time of the mainframe resources to each user 
through the halting of a user job, saving the user state in memory, and loading of another 
user state.

Time-sharing mechanisms can be considered a “prehistoric” virtualization technology 
because each user had the illusion he was in complete control of the computer. However, 
contrary to virtual machines, all users were sharing the same operating system, without 
an unequal proper resource allocation and under the same failure domain.

Both concepts are really important to the current state of computer systems. While time 
sharing is used as the basis of multitasking operating systems, virtual machines have 
become the flagship technology for the Data Center 3.0 phase.

Partitioning
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In general, network virtualization is performed on network devices (although in this book 
you will learn noteworthy exceptions to this statement). Nevertheless, these virtualization 
techniques can be distributed among network planes, which represent different func-
tional components from network devices.

A network virtualization technology can aggregate, create, or segment one (or more) of 
the following planes:

■	 Data plane: Handles the traffic that is traversing two or more interfaces of a network
device (transit packets). Responsible for the majority of data influx on these devices,
it is also known as forwarding plane.

■	 Control plane: Processes traffic directed to the networking device itself and origi-
nated from other devices. It is exemplified with control packets from routing proto-
cols and controls the behavior of the data plane.

■	 Management plane: Runs components meant for device management purposes,
such as the command-line interface (CLI) and Simple Network Management Protocol
(SNMP). This plane usually interacts with third-party software and is able to modify
the behavior of both control and data planes.

Figure 1-10 portrays the areas and subareas used for the classification of the virtualiza-
tion technologies contained in this book.
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Figure 1-10 Data Center Virtualization Technologies Areas and Subareas

Note This publication will only use the networking planes to establish the subareas 
to storage networking technologies because they clearly correspond to interconnect 
subareas from a storage perspective. Additionally, for the sake of simplicity, Unified 
Computing System (UCS) service profiles will be classified as server virtualization 
technologies.



Server Virtualization
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is also responsible for providing services to applications that need to access any hardware 
component, including NICs and internal storage.

Because it represents the most fundamental part of an operating system, the kernel is 
executed on a protected area of the main memory (kernel space ) to prevent problems other 
processes may cause. Therefore, non-kernel processes are executed in a memory area called 
 user space.

As a visual aid, Figure 5-2 illustrates how an OS kernel relates to applications and the com-
puter hardware.
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Figure 5-2 Operating System Kernel 

Operating systems can be categorized according to the distribution of their components 
between kernel space and user space. Hence, operating systems whose entire architecture 
resides in kernel space are called monolithic  (for example, Linux and FreeBSD). By contrast, 
 microkernel operating systems are considered more flexible because they consist of mul-
tiple processes that are scattered across both kernel space and user space. Mac OS X and 
current Windows versions are examples of microkernel operating   systems.

A server operating system  is obviously focused on providing resources and services to 
applications running on server hardware. Such is the level of specialization of these OSs that 
many nonessential services, such as the GUI, may unceremoniously be disabled during nor-
mal operations.

Server Virtualization History
Contrary to a common misconception among many IT professionals, virtualization technol-
ogies are not exclusive to servers or even cutting-edge 21st-century innovations.

As a generic term, virtualization  can be defined as the transparent emulation of an IT 
resource to provide to its consumers benefits that were unavailable in its physical form. 
Thereupon, this concept may be embraced by many resources, such as network devices, 
storage arrays, or applications.

When virtualization was originally applied to computer systems, several advantages were 
achieved in two different platforms, as you will learn in the next sections.

Monolithic: Entire Architecture of
OS resides in Kernel Space (Linux
and FreeBSD)

Microkernel: Processes are scatter
ed across both Kernel and User S
pace (Mac OS X and Windows)
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Linux Container (LXC)

ü Operating System-level Capabilities
ü Run multiple isolated Linux System
ü Run multiple isolated Application
ü Lightweight alternative to full VM
ü Offer less isolation than VM

A Linux® container is a set of one or more 
processes that are isolated from the rest of the 
system.

Privileged containers are when they are created 
and run by the root user only

Unprivileged containers are when the container
is created and run as a user as opposed to the 
root. 
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