Workshop on eduroam Institutional Radius Server
(IRS) Configuration Batch-1

Dates: 27-28 Sep, 2019, Location: Dhaka, Bangladesh, Host: BAREN, Venue: UGC Auditorium

eduroam:

eduroam™ is the secure, world-wide roaming access service for the international research and
education community. With hundreds of thousands of wireless access points sharing the common
SSID, eduroam acts as a giant world-wide hotspot.

eduroam provides researchers, teachers and students from an institution easy and secure network
access when visiting another, domestic or international. Authentication of users is performed by
their home institution securely, without revealing the username or password to the visited
institution. Users use the same credentials as when they access the network locally. Authorization
to access the Internet and possibly other resources is handled by the visited institution.

Workshop Goals

= Train the Engineers of different education and research institutes to educate them about the
configuration of Institutional Radius Server (IRS) at their campuses and about establishing the
interface between IRS and authentication database so that they can deploy and operate
eduroam facilities at their respective campuses.

Requirements
= Linux Basic, Networking Basic and Command Line Interface (CLI) experience.
= Alaptop (Windows, MAC or Linux)

Recommended Software
=  PUTTY SSH for Windows (SSH) putty
=  PuUTTY Secure Copy for Windows (SCP) scp

Participant List:

SL Participant Name University/Institute  Email/Phone

1 Md Nazrul Islam DUET nazrulcse@duet.ac.bd
Asst. Maintenance Engineer +8801721081878

2 Uthpal Kumar Ghose BoU ukgcs@yahoo.com
Asst. System Analyst +8801817095283

3 Md. Atikur Rahman Melon BRUR melonbrur@gmail.com
Sr. Network Administrator +8801714551000

4 Mohammed Akram Hossain BSMRAU akram@bsmrau.edu.bd
Computer Programmer +8801743936055

5 B M Ariful Islam BSMRSTU shakil_ai_bd@yahoo.com
Programmer +8801717385464

6  Md. Asif Uddin Khan BU asifkhan.seu@gmail.com

IT Engineer +880 1620-556955


http://www.bdren.net.bd/
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe
http://the.earth.li/~sgtatham/putty/latest/x86/pscp.exe
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Nasir Ahmed Bhuiyan
Asst. Maintenance Engineer

Mazharul Islam
System Analyst

Md. Ashifur Rahman
Asst. Programmer

Md Saiful Islam
Asst. Network Engineer

Towhidur Rahman
System Analyst

Md. Mamun Sikder
Asst. Computer Programmer

Dr. Md. Nayeem Morshed
Asst. Chief Computer
Instructor

A. K. M. Mahbub Alam
Bhuiyan
Asst. Engineer (Network)

Md. Rakibul Hassan
Asst. Network Engineer

Shimul Bala
Maintenance Engineer

Amzad Hossain
Asst. Database Programmer

Zillur Rahman
Maintenance Engineer

Md. Shahidul Islam
Network Engineer

Md. Arifur Rahman
Network Engineer

Sayed Mostafa Kamal
Sr. System Analyst

Mehedi Hasan
Asst. Hardware Engineer

Mohammad Syed Ahmed
Programmer

University/Institute
BUET

BUP

BUTex

CoU

CUET

CVASU

IU

JNU

JUST

KUET

MBSTU

NU

PSTU

PUST

RUET

SAU

SUST

Email/Phone

nasir@iict.buet.ac.bd
+8801554338937

tuhin@bup.edu.bd
+8801673223736

ict@butex.edu.bd
+8801952295824

saifulcse100@gmail.com
+8801711-453322

towhidcuet@gmail.com
+8801931887866

mamunsikder@-cvasu.ac.bd
+880 1738-203209

nayeem84@gmail.com,
nayeem@iu.ac.bd
+8801712667557

mahbub.cse87@gmail.com
+8801678142087

rh.sawan@just.edu.bd
+8801923836876

shimul.cseO6@gmail.com
shimul@kuet.ac.bd
+01723443422

amzadksml@gmail.com
+8801787594901

zs_rahman@yahoo.com
+8801716380022

staohidul@gmail.com
+8801713605804

arifur.ruet@gmail.com
+8801740928363

niton90@gmail.com
+8801710750703

mahadi.ict@sau.ac.bd
+8801722435621

syed@sust.edu
+8801711345113



SL Participant Name University/Institute  Email/Phone

24  Md. Ashik Sarker Lifat BARD lifat.bard@gmail.com
Asst. Director +8801752760141
25 Mohammad Lutful Haque BLRI
Instructors
Short Name Name Organization Email
Tawrit Mohammad Tawrit BdREN ceo@bdren.net.bd
Mahedi Md. Mahedi Hasan BdREN mahedi@bdren.net.bd

Program Schedule

Day Session Instructor Topics Presentations
Day 9:00-09:30 Registration
1 09:30- 10:30 Tawrit eduroam Overview Slide

10:30 - 11:00 Tea/Coffee Break

11:00 - 12:50 Mahedi Basic command syntax of Linux  Lab Setup
System linux-basic-
* Create, edit, save & view a file * command.pdf
Change Password
* Start/Stop service
* Browse file system
* Rename and Delete file
* Check for a process
* Log analysis
* Software Package install, update
& remove

Server Provisioning for Idp Lab Guide
* Hostname Configuration

* Network Configuration

* Selinux & Firewall

Configuration

Installing and Configure

Database Server

* Install MariaDB server

* Create Database & User

12:50 - 14:00 Prayer & Lunch Break


http://www.bdren.net.bd/
http://www.bdren.net.bd/
http://events.bdren.net.bd/lib/exe/fetch.php?media=2019:eduroam_overview.pdf
http://events.bdren.net.bd/doku.php?id=2019:eduroam-irs-lab
http://events.bdren.net.bd/lib/exe/fetch.php?media=2019:linux-basic-command.pdf
http://events.bdren.net.bd/lib/exe/fetch.php?media=2019:linux-basic-command.pdf
https://github.com/mahedicse/eduroamIRS

Day

Day

Session
14:00 - 15:30

15:30 - 16:00
16:00 - 17:00

9:00 - 10:30

10:30 - 11:00
11:00 - 12:30

12:30 - 14:00
14:00 - 15:30

15:30 - 16:00
16:00 - 17:00

Instructor Topics

Mahedi

Mahedi

Mahedi

Mahedi

Mahedi

Mahedi

Install & Configuring radius
server

* Install free-radius with mysqg|l
* Configure radius with mysql
database

* Test Local configuration

Tea/Coffee Break

Install & Configuring user mgt.
portal

* Install Apache web server

* Install daloradius

* Configure daloradius with radius
* Test Local configuration

Client Configuration

* Client configuration in radius
server

* Configure client and test with
server

Configure Radius for Eduroam
* EAP Configure for eduroam

* Connect with NRO

* Test Roaming

Tea/Coffee Break

Trouble Shooting & Logging
* Log analysis

* Connecting Logs

* Trouble Shooting

Prayer & Lunch Break

Demonstration Radius with
LDAP Server

* Live demonstration of LDAP
Configuration

Tea/Coffee Break
Q&A

Presentations



