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What is Cloud Computing ?

& |s it’s a Standard!?
& |s it’s a Hardware!?
& |s it’s a Software!?

@ 5o What is actually it?
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Introduction to Cloud Computing

SO e
DAMN!

® Todays the modern technology of
computing is cloud computing that can
provide mobility and massive scalability of
computing.

® |t’s can be integrated all of the computing
services in a single umbrella.

® Cloud Computing is actually nothing
except a concept of computing that
integrate the generic computing via
Internet or Intranet (e.g.: office online, g-

drive, VPSs etc.)
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Definition of Cloud Computing ?

The NIST Definition of Cloud
Computing: Cloud computing is a model
for enabling ubiquitous, convenient, on-
demand network access to a shared pool of
configurable computing resources (e.g.,
networks, servers, storage, applications, and
services) that can be rapidly provisioned and
released with minimal management effort or
service provider interaction.

There is no cloud

it's jJust someone else's computer



Essential Characteristics:
& On-demand self-service: e

& It’s provided recourses to user’s on demand
& User operate their services by their self /

& No user interaction required with physical systems

& Broad network access:
& High speed network capacity to operate all the services O

& Accessible from via Internet or Intranet or Both

@ Support thin and thick client (e.g., mobile phones, tablets,
laptops, and workstations).

& Resource pooling:

& The provider’s computing resources are pooled to serve
multiple consumers using a multi-tenant model

& Different physical and virtual resources dynamically assigned
and reassigned according to consumer demand (e.g.: storage,
processing, memory, and network bandwidth.) 5



Essential Characteristics (Cont.):

& Rapid elasticity:
& Capabilities can be elastically provisioned and
released, in some cases automatically.

& To the customer, the capabilities available for
provisioning often appear to be unlimited and
can be appropriated in any quantity at any time.

& Measured service:

& Cloud systems automatically control and
optimize resource (e.g., storage, processing,
bandwidth, and active user accounts).

& Resource usage can be monitored, controlled,
and reported, providing transparency for both
the provider and customer of the utilized
service.
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Service Model

CLOUD
COMPUTING

Server, Storage,
MNetwork, Security,
System Management

SAAS PAAS IAAS

Software Platform Infrastructure
as a Service as a Service as a Service

Communication, CRM, Web, Application
ERP, Email, Games Development, Database
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Cloud Provider vs. Customer Roles for Managing Cloud Services

Infrastructure Platform Software
(as a Service) (as a Service) (as a Service)

Applications

Security

Customer Managed
Customer Managed
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Deployment Model

& Public Cloud: Public Cloud
& Public clouds are run by third parties @

& Applications from different customers are likely to
be mixed together on the cloud’s servers, storage
systems, and networks.

Virtual Private Cloud

Off-Premise at Third-Party Facllity

& Private Cloud:

Private Cloud

b

On-Premise at Internal Enterprise Facility

& Private clouds are built for the exclusive use Private Cioud
by a single organization. ﬁ

Off-Premise at Third-Party Facility

& Providing the control over data, security,
and quality of service

& The company owns the infrastructure and
has control over how applications are
deployed on it



Deployment Model (Cont.)

& Hybrid Cloud:

& Hybrid clouds combine both public and private cloud models.

& They can help to provide on-demand, externally provisioned scale.

& The ability to expand a private cloud with the resources of a public cloud

& Community Cloud:
& A cloud service that provides for a community of users or organizations with shared
interests/concerns.

& The system is managed by one or more of the organizations, by a central provider, or a
combination.

& Organizations utilizing this cloud service have shared missions, governance, security
requirements, and policies.

& Cloud services can be hosted within the consumer organization’s premises, at peer

organization facilities.
10



History and Evaluation of Cloud
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Advantage of Cloud Computing

© Accessibility: It's provide easy to access via internet or intranet used various type of
application (e.g.: portal, ssh, apps, api etc.). Real-time statistics, monitoring, and metering of

services (transparency into the cloud environment)
© Efficiency:

: Efficiency |
@ Self-service management il

A

@ Reduce run time and response time
@ Data reliability & High Availability

v
@ Role-based security for multi-level administration
@ Saving: | _
S . Cloud Computing
@ Minimize infrastructure risk
@ Lower cost of entry
@ Saving Energy ¥
»

& Pay per use

®

Innovation

Increased pace of innovation:

®

Portability/Flexibility and Opportunities 1



& Pros:
& Reduces cost
& Pure maintenance cost

@Increases in computing
power

@ Universal Access
@Up to date software
@ Disaster recovery

©Cons :
@ Security, Privacy
@ Vendor lock in
@[ imited control
& Jechnical issue
& Server breakdown

13



Cloud Computing Vs. Virtualization

Cloud Virtualization

Self-service > Virtual machines not
PaaS & SaaS more secure than in-
Automated * Infrastructure house hardware

management out of as a Service Automated management
the box * Abstraction possible with add-ons

Distributed control of hardware Centralized control

Empowerment/ on- from user required

Demand Computing interface Manual deployment

Made for end users Made for IT

14



Cloud Computing Vs. Grid Computing

_ Cloud Computing Grid Computing

What!?

Who Provide the
service!

Who use the
service!

Where are the
computing
resources !

Why are the useful
for?

Cloud enable access to leased computing Grid enable access to shared computing

power and storage from client’s devices

Large individual companies

Normal user to commercial business

In the provider’s private data centers,
which is often centralized

Clouds best support long-term support
and on demand self service.

power and storage capacity from terminal.

Research institutes and universities
federate their services around the world

Research collaboration

In computing centers distributed across
different sites, countries and continents.

Grids were designed to handle large set of
limited duration jobs that produce or use
huge amount of data.

15



What is OpenStack?

® &

® & & & &

OpenStack is a Cloud management

software
It's Open Source
A rich of feature of Cloud Services

Renowned vendor work on it (NASA,

Rackspace, Wal-Mart, HP, Red Hat etc.)
A large number of community

Strong Documentation

Huge opportunity for developer

Fully configurable by developer
Support RESTFul API

=pn L= L] o0 o=l =Ln]
Kubermetes CloudFoundry OpenStack SDK Horizon Web UI

Bare Metal Virtual Machines Containers

Shared networking and storage resources

=_: openstack.
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OpenStack Service Catalog

laaS Services

Service

Dashboard

Compute

Networking

Project name

Horizon

Nova

Neutron

Description

Provides a web-based self-service portal to interact with underlying
OpenStack services, such as launching an instance, assigning IP addresses
and configuring access controls.

Manages the lifecycle of compute instances in an OpenStack environment.
Responsibilities include spawning, scheduling and decommissioning of
virtual machines on demand.

Enables Network-Connectivity-as-a-Service for other OpenStack services,
such as OpenStack Compute. Provides an APl for users to define
networks and the attachments into them. Has a pluggable architecture
that supports many popular networking vendors and technologies.

17



OpenStack Service Catalog Cont.

Service Project name Description
Object Stor- Swift Stores and retrieves arbitrary unstructured data objects via a RESTful, HTTP
age based API. It is highly fault tolerant with its data replication and scale out
architecture. Its implementation is not like a file server with mountable
directories.
Block Storage  Cinder Provides persistent block storage to running instances. Its pluggable driver

architecture facilitates the creation and management of block storage devices.

Shared services

Identity ser- Keystone Provides an authentication and authorization service for other OpenStack
vice services. Provides a catalog of endpoints for all OpenStack services.
Image Service  Glance Stores and retrieves virtual machine disk images. OpenStack Compute makes use

of this during instance provisioning.

Telemetry Ceilometer Monitors and meters the OpenStack cloud for billing, benchmarking, scalability,
and statistical purposes.



OpenStack Service Catalog Cont.

Higher-level services

Service

Orchestration

Database
Service

Project name

Heat

Trove

Description

Orchestrates multiple composite cloud applications by using either the native
HOT template format or the AWS Cloud Formation template format, through
both an OpenStack-native REST APl and a Cloud Formation-compatible Query
API.

Provides scalable and reliable Cloud Database-as-a-Service functionality for both
relational and non-relational database engines.

19



OpenStack Architecture

Orchestrates

< llod
W P ide
Horizon J — == —
Prowvides network
Ooenireess tine ity for
Meutron
Prowvides images
Provides
wolumes for
- - Prowvisions - -
Stores
Cinder MNowva Glance Snnshisgtiy Swvift
Maonitors Ceilometer
Prowvides
Auth for Keystone -

Backups volumes i
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OpenStack Architecture Cont.

O N NN B B B N N Oy

Minimal Architecture Example - Hardware Requirements
OpenStack Networking (neutron)
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OpenStack Architecture Cont.

Minimal Architecture Example - Network Layout

Interface 1
100011528

Controller Node

Interface 1

100021524

MNMetwork Node

Interface 2
10.0.1. 21524

Imnterface 3
funnuumibers=d)

Interface 1

130031524

Compute Mode 1

Interface 2
100 1. 21524

100000524

10T O 2

100 20524

Management network
Tunmel network
External network

203.0.113.0/24 '
Storage network

Internet

Optional component
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Minimal Architecture Example - Service Layout

OpenStack Networking (neutron)

OpenStack Architecture Cont. (Service Layout)

s S ™ s i 3
Controller Node Network Compute ! Block Storage |
oo N Node Nodes ' Nodes ;
5QL Database : Block Storage : ! !
; - ™ - ™, I I
Service Management iSCSI T, -
A < . -/ Open vawitch KVM Hypervisor : I érge :
~ ™ '
~ AR \ ! Service 1
Message Queue ! Orchestration | r ™ ' ™ i !
s i 1
N , _J Netwnrklr?g Open vSwitch | Block Sturag_e 1
——————— - - MLZ2 Plug-in y L y I Volume Service I
Metwork Time f Object Storage | ( 1
Service L Proxy Service _‘: " Metwork A " A I i'_ Telemetr \I 1
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-~ ~, S s e ~ L3 Agent ML2 Plug-in : I
) { Telemetry | —_— ! Object |
Image Service I A 1 . ™y ' ™ I "
L J gentls) 4 Networking Networking ! Storage Nodes |
-~ f.-— ———————— - DHCP Agent Open viwitch Agent 'Wa ~ 1
Compute . | —_— I Object Storage 1
M | Database Service | s ™ oo > 1| a g 1
. anagement W, Networking : Telemetry | : ccount Service 1
- ~ _————————— - Metadata Agent Agent 1 ~, |
MNetworking : Data Processing : > J,: J"‘- -/ 1 Object Storage 1
: 1 . : I
Management L Service 4 , L Container Service J,
I 1
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| — S \ N—

@ Core component

! ; Optional component
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Conceptual Diagram of a private cloud

Internet

' Ii BUBT Campus Networks
S

ervices Network

Management Network

Management Server

Fig-02: Physical connectivity between Nodes, Management server and
Services Network
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Demonstrations of a Private Cloud

/ (5) vsphere Web Client ~ x \

€ > €

username: ([ VMware vSphere Web Client




Demonstrations of a Private Cloud

f (&) vSphere Web Client  x "Iv._

€ I@ch&ﬁ:{flﬂ.lﬂ.ﬁ.ﬂ:ﬂ-#-ﬂ&fvsphere—c'lientf#extensiunIdzvsphere.cure.fn'lder.re'lated;car

vmware: vSphere Web Client #f &

@ VCENTERSERVER | Aclions -

Getting Started Summary Monitor  Manage | Related Objects

! VCENTERSERVER
v [l BUBT_CLOUD

[1 Top Level Cbjects | Datacenters | Clusters | Hosts | Virtual Machines | WM Templates | vApps

+ [, OpenStack
@ 10.10.5.2 B F 9 8 & | Eacons~
@ 10.105.3 Name
@ 10.105.4 BUBT_CLOUD
@ 10.10.5.5 PublicCloud
G block
1 Compute

ﬁ}mmpute—ubu ntug4

G controller-ubuntug4-14.0
(3 network-ubuntug4-14.04
(G obiect1

E'uhubjectz

G Windows_Server2008R:

p ['g PublicCloud
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Demonstrations of a Private Cloud

Log In

User Name

openstack

Password

27



Demonstrations of a Private Cloud

B3 openstack admin - regionOne - aomin®~  Sign out
Project »  Overview
Admin v
Usage Summary
System
Select a period of time to query its usage:
Overview
From: 2015-07-01 To: 2015-07-24 The date should be in YYYY-mm-dd format.
el Active Instances: 2 Active RAM: 1GB This Period's VCPU-Hours: 1087.64 This Period’s GB-Hours: 11607.96
Host Aggregates Usage @® Download CSV Summary
Instances Project Name VCPUs Disk RAM VCPU Hours Disk GE Hours
demo 2 21GB 1GB 1087.64 11607.96
Volumes
Displaying 1 item
Flavors
Images
Metworks
Routers
Defaults

Svstem Information 28



Demonstrations of a Private Cloud

controller/horizon/admin/info/

u openstack B e e agmin& -~ SignOut
Project » System Info
Admin v
Services : Compute Services : Block Storage Services Network Agents
System ' '
Compute Services Filter Q1| Fier
Overview
Name Host Zone Status State Last Updated
Hypervisors
nova-cert controller internal Enabled Up 0 minutes
Host Aggregates nova-consoleauth controller internal Enabled Up 0 minutes
IRatincas nova-scheduler controller internal Enabled Up 0 minutes
nova-conductor controller internal Enabled Up 0 minutes
Volumes
nova-compute compute nova Enabled Up 0 minutes
Flavors Displaying 5 items
Images
Version: 2014.2.3
Networks
Routers
Defaults

29
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Demonstrations of a Private Cloud

» System Info-0Ope

& @ controller/horizon/admin/info/ v & =

n OpenstaCk E admin . regionOne ~ admin &~ Sign Out
Project » System Info
Admin v
Services Compute Services Block Storage Services Network Agents
System
Block Storage Services Filter Q| Fiter
Overview
Name Host Zone Status State Last Updated
Hypervisors
cinder-scheduler controller nova Enabled Up 0 minutes
Host Aggregates cinder-volume block nova Enabled Up 0 minutes
Displaying 2 items
Instances
Visames Version: 2014.2.3
Flavors
Images
Networks
Routers
Defaults

30
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Demonstrations of a Private Cloud

@ controller/horizon/admin/info/

3 openstack

Project
Admin

System
Overview
Hypervisors
Host Aggregates
Instances
Volumes

Flavors

Images
Networks
Routers

Defaults

E admin . regionOne ~ admin &~ Sign Out
System Info
Services Compute Services Block Storage Services Network Agents
Network Agents Filter Q1| Fier
Type Name Host Status State Last Updated
L3 agent neutron-13-agent network Enabled Up 0 minutes
Open vSwitch agent neutron-openvswitch-agent compute Enabled Up 0 minutes
Metadata agent neutron-metadata-agent network Enabled Up 0 minutes
Open vSwitch agent neutron-openvswitch-agent network Enabled Up 0 minutes
DHCP agent neutron-dhcp-agent network Enabled Up 0 minutes
Displaying 5 items

confroller/horizon/admin/info/?tab=system_info_network_agents

Version: 2014.2.3
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Demonstrations of a Private Cloud

n OpenstaCk demo . regionOne

demo 1 Slgn QOut

Project - Overview

Compute
Limit Summary
| Overview
Instances ’ l ’ l I
Volumes
Instances VCPUs RAM Floating IPs Security Groups

Images Used 2 of 10 Used 2 of 20 Used 1.5GB of 50GB Used 5 of 50 Used 1 of 10
Access & Security '
Network

Identity ’ Volumes Volume Storage

Used 1 of 10 Used 1GB of 1000GB

Usage Summary

Select a period of time to query its usage:

From: 2015-07-01 To: | 2015-07-24 The date should be in YYYY-mm-dd format.

Active Instances: 2 Active RAM: 1GE This Period's VCPU-Hours: 1087.87 This Period's GB-Hours: 11610.37

32



Demonstrations of a Private Cloud

B3 openstack demo - regionOne ~ demo®~|  SignOut
Project - Instances
Compute
Instances Instance Name j Filter Filter #» Launch Instance Soft Reboot Instances O Terminate Instances
e O Instal Mal | Nal IP Add Si Key Pal Stat Availability Task Power Time since Acti
- nstance Name mage Name ress ze ey Pair us Zone as State c ons
Instances
Ubuntu- Ubuntu- 190, 188.100.28 st o .
.168.100. u weeks
O Server_14.04- Server_14.04- small cloudkey = Shutoff nova MNone : Start Instance
192.168.10.206 Down & days
Volumes xB6_64 x86_64
cirros-0.3.4.- cirros-0.3.4.- 192.168.100.25 2 weeks
Images O mi.tiny cloudkey Active @ nova MNone  Running ’ Create Snapshot | -
x86_64 x86_64 192.168.10.209 & days
Access & Security Displaying 2 items
Network
Identity b
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Demonstrations of a Private Cloud

O openstack @ e o -
Project - Volumes
Compute
Volumes Volume Snapshots
Overview
Volumes Filter Q Filter + Create Volume *® Delete Volumes
Instances
[]  Name Description Size Status Type  Attached To Availability Zone Bootable Encrypied Actions
Volumes
] demo-volume1 1GB Available - nova MNo MNo Edit Volume | =
Images Displaying 1 item

Access & Security

Metwork

Identity b
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Demonstrations of a Private Cloud

== j B Network Topology-... x \"K. cirros-0.3.4.-x86_64(... * | (]

| € )@ controller/horizon/project/network_topology/

Project - Network Topology

e Small Mormal

Network

Network Topology

Metworks

Routers
Router

Identity »

|

Instance

jPu-owap

+Z/0°0T' 891261
+Z/0°00T°B9T 26T

# Launch Instance

+ Create Network

=+ Create Router
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Demonstrations of a Private Cloud

n openstack demo . regionOne dgemod~  Signout
Project - | mages
Compute . _ :
|ITIagES # Project (0) = [2* Shared with Me (0) | & Public (5) =+ Create Image X Delete Images

Overview [ image Name Type Status Public Protected Format Size Actions

Instances (0 | ubuntu-Server_14.04-x86_64 Image Active Yes Mo Qcow2 246.5 MB Launch | «

Volumes O | Ubuntu-14.04-x86_ 64 Image Active Yes Mo QCow?2 244.8 MB Launch @

Images [ | Fedora-22-x86_64 Image Active Yes No QCOoOW2 218.0 MB Launch @ -

Access & Security O | ciros-0.3.4i386 Image Active Yes No acow2 11.9 MB Launch | ~
MNetwork O cirros-0.3.4.-x86_64 Image Active Yes Mo QCOow:z2 12.7 MB Launch | -
Identity b Displaying 5 items
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Demonstrations of a Private Cloud

demo . regionOne «

3 openstack

Project - Instance Details: cirros-0.3.4.-x86_64

demo 1 Slgn Out

Compute
Overview Log Console Action Log
Overview
Instance Console Log
Instances
failed to get instance-id of datascurce
Starting dropbear sshd: OK
Volumes === system information ===
Platform: Cpen3tack Foundation OpenStack Nowva
Container: none
Images ) )
Arch: xB6_64
CPU({s): 1 B 3192.606 MH=z
Access & SECUFHY Cores/Sockets/Threads: 1/1/1
Virt-type: VI-x
RAM Size: 491MB
Network Diskst:
NAME MAJ:MIN 5IZE LABEL MOUNTPOINT
Identity b vda 253:0 1073741824

wdal 253:1 1061061120 cirros-rootfs f
=== gsshd host keys ===
————— BEGIM 55H HOST KEY KEYS————-

=== network info ===

if-info: lo,up,127.0.0.1,8,:=:1

if-info: ethl,up,13%2.168.100.25,24, feB0::f816:3eff:feelcdaa
ip-~route:default wia 132.168.100.1 dew ethi
ip-route:152.168.100.0/24 dev eth0 src 192.168.100.25

=== datasource: None HNone ===

=== girros: current=0.3.4 uptime=43.27 ===

Log Length |35 | ﬂ View Full Log

-rsa ARARB3INzaClycZERARADAQRBAMAAqwWCDOg+quTpX3i3nudZDsXJ4ghprEczEM1nKaWZBIxShJUZNE4ABZDPaJ4 /1HELuUSTIJEgOY+FhbY1 JoG+walgXNUYZkEPgDHaOih8iPJrSzp
—dss RARARRINzaClkc3MARRCBAC4ROI JpMIOOA+AvuliKrsxghrcHboXDs jICR2ZKOxcwEI10miTAHY SocGPEdAZ 1 8w YOSfPoEGFSo+kviWViTHIoVulsciQglmlwsXleRTuaJzzjadgWDr
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Demonstrations of a Private Cloud

Send CtrlaltDel

login as 'cirros’ user. default password: ‘cubswin:)’. use 'sudo’ for root.
cirros login:
login as 'cirros’ user. default password: ’‘cubswin:)’. use ’sudo’ for root.
cirros login: cirros
Pazsword:
S5 ifconfiqg
ethd Link encap:Ethernet HUWaddr FA:16:3E:E3:C4:AA
inet addr:192.168.100.25 Bcast:192.168.100.255 Mask:255.255.255.0
inetb addr: feBO::f816:3eff :feeld:c4aar64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1454 Metric:1
Rx packet=:367 errors:0 dropped:0 overruns:0 frame:0
Tx packets:Z296 errors:0 dropped:® overruns:0 carrier:0
collision=s:0 txqueuelen:1000
RX byte=s:43765 (42.7 KiB) TX bytes:32136 (31.3 KiB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UF LOOPBACK RUNNING MTU:16436 Metric:1

Rx packet=:0 errors:0 dropped:0 overruns:@ frame:0
T® packets:0 errors:0 dropped:® overruns:0 carrier:@
collisions:0 txgueuelen:0@

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)




Demonstrations of a Private Cloud

' mahedi@Mahedi-Ubuntu: ~

mahedi@Mahedi-Ubuntu:~$ ping 192.168.10.209

PING 192.168.10.209 (192.168.10.209) 56(84) bytes of data.
bytes from 192.168.10.209: icmp_seq=1 ttl=63 time=4.99
bytes from 192.168.10.209: icmp_seq=2 ttl=63 time=2.06
bytes from 192.168.10.209: icmp_seq=3 ttl=63 time=1.79
bytes from 192.168.10.209: icmp_seq=4 ttl=63 time=1.97
bytes from 192.168.10.209: icmp_seq=5 ttl=63 time=1.98
bytes from 192.168.10.209: icmp_seq=6 ttl=63 time=2.12
bytes from 192.168.10.209: icmp_seq=7 ttl=63 time=2.06

--- 192.168.10.209 ping statistics ---

7 packets transmitted, 7 received, 0% packet loss, time 6007ms

rtt minfavg/max/mdev = 1.793/2.428/4.991/1.0850 ms

mahedi@Mahedi-Ubuntu:~-5% ssh cirros@l922.168.10.209

The authenticity of host '192.168.10.209 (192.168.108.209)' can't be established.
RSA key fingerprint is 92:42:2b:12:18:24:35:05:34:c4:e4:7f:14:a8:b0:b4.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.10.2089' (RSA) to the list of known hosts.
cirros@l92.168.10.209's password:

s i




Challenges

@ Clear concept is required to implement cloud system (e.g.: Services, Multi tenant

model and network tropology of cloud system etc.)
©> Huge configuration is needed for implementation each services manually.
®> Need to understand communication between different services.
©> Need to handle multiple databases and remember a number password set.

®> Good knowledge works in Linux/Unix system.
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Live Demonstrations

Lab: https://github.com/mahedicse/microstack

http://openstack-lab-xy.bdren.net.bd/

41


http://103.28.121.19/dashboard/
https://github.com/mahedicse/microstack
http://103.28.121.19/dashboard/
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